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Privacy Policy – MTA Training and 
Assessments 

 

Metro Trains Australia Pty Ltd ("MTA", "we", "our" or "us") ACN 614 061 960, is 

committed to protecting the privacy of individuals. 
 

The protection of personal information in the private sector is required by the Privacy Act 1988 (Cth) and, where applicable, 
State and Territory privacy laws (collectively the "Privacy Laws") and we are bound to comply with these Privacy Laws as 
they apply to our business. All of our employees and officers are expected to comply with the Privacy Laws and our policies 
and procedures concerning the protection of personal information. 

As used in this policy, the following definitions apply: 

• “IRSE” means Institute of Railway Signal Engineers; 

• "Personal Information" means information or an opinion (including information or an opinion forming part of a database 
and whether or not recorded in a material form) about an individual whose identity is apparent or who is reasonably 
identifiable; and 

• “VIDA” means the State of Victoria through the Victorian Infrastructure Delivery Authority. 

This policy deals with our management of personal information for the purposes of training and assessment services provided 
by MTA.   

MTA provides the following training and assessment services: 

• training services for Australian rail workers, including the delivery of the Victorian Heavy Rail Signalling Courseware on 
behalf of VIDA; and 

• IRSE assessment services for Australian rail workers. 

For details of how we manage personal information for the RIW Program, please refer to the Privacy Policy for the RIW 
Program on the RIW Program website. 

This policy is based on the following principles: 

• Privacy of Personal Information is of paramount importance to us; 

• We will only use your Personal Information for purposes for which it was collected as set out in this policy; and 

• Your Personal Information will not be disclosed, other than in accordance with this policy without your permission or in 
accordance with the Privacy Laws. 

What Personal Information do we collect? 

In the provision of training and assessment services we may collect your name, gender, photo, date of birth, ethnic origin, 
address, contact details, health information (e.g. fitness for work assessments, medical records, and results of drug and 
alcohol tests), competency information (e.g. skills, credentials, registrations and qualifications), work roles, employment 
history, universal student identifiers, emergency contact and other personal information as required for the provisions of 
training and assessment services.  

How do we collect Personal Information? 

MTA will collect information for the provision of training and assessment services when it is: 

• provided to us via the website;  

• collected as part of the training enrolment and pre-requisite course check process; 

• collected as part of the delivery of training and assessment services.   

This may include information provided by you, your employer or by one of our service team members on the instructions of 
you or your employer.  

If you provide us with the Personal Information of another person, we rely on you to inform that person and obtain their 
consent for the disclosure by you to us of their Personal Information. 
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Why do we collect and how do we use 

Personal Information 

We collect and use Personal Information in order to 
manage and provide training and assessment services. 

We will only disclose or upload Personal Information 
that we collect in respect of the provision of training and 
assessment services to: 

• Metro Trains Melbourne Pty Ltd and V/Line 
Corporation (as applicable); 

• If you have an RIW card, the course completion 
certificate will be uploaded to the RIW System; 

• VIDA; 

• IRSE; 

• Our contractors, agents and advisors helping us to 
manage and provide training and assessment 
services; 

• Other entities as required or permitted by law, 
including rail safety, work/occupational health and 
safety and other relevant laws and to comply with 
workforce participation and diversity reporting 
requirements. 

Retention and Disposal of Information 

We only keep Personal Information in accordance with 
this Privacy Policy. We will destroy such information or 
de-identify that information once sufficient time has 
elapsed to be certain that the information will no longer 
be required for those purposes for which it may be used 
under this Policy.  We have in place data retention 
policies that govern the period of time we will retain 
personal information, and when that information may be 
destroyed or de-identified.  

Sending Personal Information Overseas 

We may disclose your Personal Information to third 
party service providers overseas, including in the UK 
and some other countries for limited support purposes 
where they are not subject to similar laws to the Privacy 
Laws that apply in Australia. However, where your 
Personal Information is disclosed to our third party 
service providers who are located overseas, we will also 
take reasonable steps to ensure that the Personal 
Information is handled by the overseas recipient in 
accordance with the Privacy Laws and our instructions 
for the purposes described above. By providing MTA 
with your Personal Information you consent to this 
disclosure of your Personal Information. 

Email Security 

Any email you send to us and information you submit 
through our websites may be scanned for IT security 
purposes. 

MTA Website 

When visiting the MTA website, the site server makes a 
record of the visit and logs the following information for 
statistical and administrative purposes: 

• The user's I.P. address - to consider the users who 

use the site regularly and tailor the site to their 
interests and requirements; 

• The date and time of the visit to the site - this is 
important for identifying the website's busy times and 
ensuring maintenance on the site is conducted 
outside these periods; 

• Pages accessed and documents downloaded - this 
indicates to MTA which pages or documents are 
most important to users and also helps identify 
important information that may be difficult to find; 

• Duration of the visit - this indicates to us how 
interesting and informative the site is to our 
customers;  

• The type of browser used - this is important for 
browser specific coding; 

• In order to optimize the website and better 
understand it's usage, we collect the visiting domain 
name or IP address, Computer Operating System, 
Browser Type and Screen Resolution; 

• For authorised users of the MTA website by means 
of a login and password, all data access and data 
update activities are logged for audit purposes. 

A cookie is a piece of information that an Internet 
website sends to your browser when you access 
information at that site. Cookies are either session 
cookies or persistent cookies. Upon closing your 
browser the session cookie set by this website is 
destroyed and no Personal Information is maintained 
which might identify you should you visit our website at 
a later date.  Persistent cookies may be retained across 
different browser sessions for this website.  

Security of Information 

You should be aware that the internet is not a secure 
environment and information sent via the internet 
(including via email) may be intercepted by a third party. 
We use reasonable efforts to ensure that any Personal 
Information collected by us is held securely. 

We strive to ensure the security, integrity and privacy of 
information we collect. MTA has established reasonable 
security measures to protect your Personal Information 
from misuse, interference, loss, unauthorised access, 
modification or disclosure in contravention of this Policy. 
Our employees, contractors, agents and service 
providers who provide services related to our 
information systems, are obliged to respect the 
confidentiality of any Personal Information held by us. 
We review and update our security measures in light of 
current technologies. 

You can access and update your Personal 

Information 

Subject to certain exemptions provided for under the 
Privacy Laws, you have a right to access Personal 
Information we hold about you. We will also take 
reasonable steps to keep accurate and up to date any 
Personal Information which we hold about you. If you 
believe that the Personal Information we hold about you 
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is inaccurate, incomplete, out of date or no longer 
relevant please notify us via the contact details set out 
below. 

If you would like to seek access to Personal Information 
that MTA may have about you or update that 
information then please contact the MTA Service Desk 
in the first instance or write to MTA's Privacy Officer via 
the details set out below. 

Questions and complaints 

MTA is committed to providing its customers with a fair 
and responsible system for the handling and resolution 
of privacy related complaints. If you have any questions 
about this Policy or believe that we have at any time 
failed to keep one of our commitments to you to handle 
your Personal Information in the manner required by the 
Privacy Laws, then we ask that you contact us 
immediately in writing using the contact details provided 
below. 

We will respond and advise whether we agree with your 
complaint or not.  If we do not agree, we will provide 
reasons. If we do agree, we will advise what (if any) 
action we consider it appropriate to take in response. If 
you are still not satisfied after having contacted us and 
given us a reasonable time to respond, then we suggest 
that you contact the Office of the Australian Information 
Commissioner by: 

Phone: 1300 363 992 (local call cost, but calls from 
mobile and pay phones may incur higher charges). If 
calling from overseas (including Norfolk Island): +61 2 
9284 9749 

TTY: 1800 620 241 (this number is dedicated to the 
hearing impaired only, no voice calls) 

TIS: Translating and Interpreting Service: 1 31 450 (If 
you don't speak English or English is your second 
language and you need assistance and ask for the 
Office of the Australian Information Commissioner) 

Post: GPO Box 2999 Canberra ACT 2601 

Fax: +61 2 9284 9666 

Email: enquiries@oaic.gov.au 

Changes to this Privacy Policy 

This statement sets out our current Privacy Policy for 

the provision of training and assessment services by 

MTA. This policy may change from time to time. The 

current version of the policy is available from 

training.metrotrainsau.com. The current version of our 

Privacy Policy replaces all previous versions of the 

policy. 

 

Contact Us for Further Information 

regarding our Privacy Policy 

If you require further information about how we handle 

Personal Information or any privacy issues please 

contact our office on (03) 9610 2400 or write to our 

Privacy Officer at the address below. 

Our Contact Details: 

Catherine Speers 

Privacy Officer  

Metro Trains Australia Pty Ltd  

GPO Box 1880 

Melbourne VIC 3001 

catherine.speers@metrotrainsau.com 
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